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BackTrack Privacy Policy

BackTrack Values:

Circle of Courage - Generosity, Belonging, Independence, Mastery

Values most relevant to this policy:

Belonging, Generosity, Independence

Preamble

Our values guide our decision making.

BackTrack walks alongside young people who often arrive carrying complex histories and
experiences of disadvantage. Trust sits at the centre of the BackTrack Way. Respecting privacy is
part of maintaining that trust.

Young people share information about their lives so we can better support them. Families,
partners and community organisations also entrust BackTrack with information about young
people and their circumstances. That trust must be respected.

We want an environment where:

e young people feel safe sharing information when they seek support

e staff, volunteers and partners treat personal information with care and respect

e information about young people, families, staff and visitors is stored safely and
accessed only when necessary

We seek a culture where:

e privacy is understood as part of dignity and belonging

e information is collected only when it supports the safety, wellbeing or development of
young people

e staff understand their responsibility to protect the information entrusted to BackTrack

Policy

BackTrack Youth Works recognises the importance of protecting the privacy of young people,
families, funders, staff, volunteers, partners and visitors.

BackTrack collects and uses personal information so we can safely deliver programs, meet our
legal obligations and effectively walk alongside young people participating in BackTrack
programs.

BackTrack respects privacy rights under the Privacy Act 1988 and complies with the
requirements of that Act in relation to the collection, storage, use and disclosure of personal
information.
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What Information BackTrack May Collect
BackTrack collects information necessary to safely operate programs and support young people
participating in our activities.

This may include:

e name and contact details

e date of birth or age

e emergency contact information

e information relevant to a young person’s participation in BackTrack programs

e information relating to education, training or employment pathways

e information shared by young people during mentoring or program engagement

e employment or volunteer information where individuals apply to work with BackTrack

BackTrack will only collect information that is reasonably necessary to support program
delivery, safety and organisational responsibilities.

How BackTrack Collects Information

Where possible, personalinformation is collected directly from the individual.
Information may be collected when:

e ayoung person is referred to or accepted into a BackTrack program

e young people and families engage with BackTrack staff

e staff record information necessary for participation, safety or program engagement
e individuals apply for employment, volunteering or governance roles

e visitors or partners engage with BackTrack programs or facilities

BackTrack may also receive information from organisations supporting a young person,
including schools, government agencies or community organisations.

Where information is received from another organisation, BackTrack will take reasonable steps
to ensure the young person or their guardian is aware where appropriate.

Why BackTrack Collects and Uses Information

BackTrack collects information so we can safely and responsibly deliver our programs.
This may include:

e supporting young people participating in BackTrack programs

e maintaining safe environments across BackTrack sites including farm, workshop and
residential settings

e coordinating support with families, schools and community partners

e ensuring staff and young people remain safe while participating in BackTrack activities

e responding to enquiries, concerns or complaints

e managing employment, volunteers and governance responsibilities
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e meeting legal obligations including mandatory child protection reporting requirements
e reporting program activity to government and philanthropic funders

BackTrack will only use information for the purposes for which it was collected unless required
or permitted by law.

Disclosure of Information

BackTrack does not sell personal information.

Information may be shared when necessary to support program delivery, safety or legal
responsibilities.

This may include disclosure to:

e government departments funding BackTrack programs

e regulatory authorities where required by law

e statutory authorities in relation to child protection obligations

e professional services supporting BackTrack governance or operations

Where information is shared for reporting purposes it will be aggregated or de-identified.

BackTrack respects the dignity and privacy of young people and their stories. If BackTrack
wishes to share a participant story, image or case study publicly, permission will always be
sought from the relevant young person and/or their guardian, and the young person will be
deidentified.

Protecting Information

BackTrack takes reasonable steps to protect personal information from misuse, loss or
unauthorised access.

Security measures may include:

e secure storage of physical records

e restricted access to digital information systems

e staff training regarding privacy and confidentiality

e limiting access to sensitive information to staff who require it to perform their role

BackTrack will destroy or de-identify personal information when it is no longer required unless it
must be retained by law.

Privacy Officer

BackTrack will appoint a Privacy Officer responsible for overseeing how personal information is
managed across the organisation.

The Privacy Officer is responsible for:

e supporting staff to understand their privacy responsibilities
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e ensuring BackTrack practices align with privacy legislation and this policy
e overseeing responses to privacy enquiries and complaints
e supporting program leaders to manage privacy risks across BackTrack programs
e assisting the CEO and Board to monitor privacy compliance

The Privacy Officer works with managers and operational leaders to ensure privacy
considerations remain embedded in everyday BackTrack practice.

Information Systems and Data Security

BackTrack uses digital systems to support program delivery, reporting and organisational
governance.

These systems may include case management tools, internal communication platforms and
data systems used to track program participation and organisational outcomes.

BackTrack will take reasonable steps to ensure that:

e digital systems used by BackTrack meet appropriate privacy and security standards

e access to systems is restricted to authorised staff

e sensitive information about young people is only accessed when required for program
delivery

e staff understand their responsibilities when handling digital information

e organisational data is protected from misuse, loss or unauthorised access

Before adopting new information systems, BackTrack will consider the privacy and security
implications of storing organisational and participant information.

Access and Correction

Individuals may request access to personal information held about them by BackTrack.

If information held is believed to be incorrect orincomplete, a request may be made to correct
that information.

BackTrack may need to verify the identity of the person making the request before providing
access.

Requests should be submitted to:
enquiries@backtrack.org.au

BackTrack will respond to requests in accordance with applicable privacy legislation.

Privacy Concerns or Complaints

BackTrack takes privacy concerns seriously.

If a person believes their personal information has been handled incorrectly, they may raise the
matter with BackTrack.
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BackTrack will investigate concerns and respond within a reasonable timeframe.

If a person is not satisfied with the outcome, they may refer the matter to the Office of the
Australian Information Commissioner (OAIC).

Related Documents

e Child Protection Policy

e Collection, Storage and Use of Information Policy
e Consent Policy

e Participant Rights and Responsibilities Policy
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